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What is the RIAA?

¢ [he Recording Industry Association off America Is

a trade group that represents; the U.S. Recording
Industry.

¢ RIAA represents; suchr record companies as Seny:
music, WarRer music anad universal music.
ACCOordingl tor thie RIAA, IS memDbEers create 905
eI legitimate souneE rFEcoraings produced andrsela
IANERE URIGECENStaLES:

¢ Ihe RIAANSIeRE Gt thENEaCINE OPPONENES @ISt
ppitisie girziey, anlcl Wels ane of ©ae el feletorsals
chHErshtitaewWReiRtheNile=sharng ReEWekeNapster.




The Anti-Terrorism Amendment

¢ Shortly after the attacks on 9/11, an anti-
terrorism bill was in the works which
would become known as the Patriot Act.

¢ The RIAA and theilr lebbyist Mitchr Glazier
decided tor slip ar small amendment Ito
the Patriot Act.

¢ [hisiamenaiment, Under 8i:S(a)((2) of the
pPatHOE act, Woelld amenad section: 105001
the ULS) code collection.




Section 1030 of the U.S. Code
Collection

& “Any person who suiiers damage or loss by reason of violation, of
this section may maintain a civil action against the vielater te ebtain
compensatory: damages andl injunctive relief or other equitable relief.
[Damagges, for vielations; invelvingldamage as defined in subsection
(e)(8)(A) are limited to economic damages. INe action may: be
Prought Under this; subsection unless, such action Is hegun within 2
Vears, of the date efithe at complained ol e the date ol the disceverny.
of the damage:

Supsection (E)(BHA) readsi Calises |oss ag@redating at
IEast 95, 000N ValUE  dtirRg any  I=VEai PEFIOH ErONE Gl
merENNAIVIAURIS: G a Ea Giter  HIE Patiiot ACE:




Section 615(d)(2) of the Patriot
Act

¢ No action may be brought under this subsection
anising out of any Impairment ofi the availability of
data,, a pregram, a system or Infermation,
iesulting from measures; taken by an owWner: of
COPYAGNRTL IR a Worik Off authership, O any. PErseR

auithoerzed By stich GWNRER e aCt onl s enall;
that arelntended e Impede e prevent the
INHRGEMENL G COPYHGRINRISUCHNWOK BYAWIFE OfF
ElECIPRIC comMmURICAION; providedithat the use
O tHEWeK hat e OWRERIS IRIERCING 1eNMPETE
O PreveRIS aniniiinging use:




Potential Consequences of this
Amendment

¢ Allows the RIAA to plant harmful viruses
on PCs and not be held accountable.

¢ I @ program made by the RIAA
accidentally: wiped a hard disk they would

not e liable.

¢ IR short, anything the RIAA dees| to a PC
the ewnerrwoelld bertnawle tortaixeriedal
FECOUrSE Lo COMPENSALE; fior damagdges.




Reactions

¢ Public outcry across the internet when such
websites as Wired.net published the story.

¢ hAKkron on Slashdot replies “As leng asi they: dont
delete any: oif my: porne: they: can have my: MP3Fs*

¢ GlgsVir on' Slashidot replies ey are; afiraid Wiat
they deralitthertimenwiliFbe classified as
CY/DERLERRORISITIES

9 Ihe RIAANGEERESHIESElFagalnst thiEr aCCUSE NS
gt theyAWereNntERtIoRAlINVAtRIRG teraek PCs.




RIAA defends itself.

¢ Claimed they never had any.
Intention off hacking into users” PCs.

¢ [Ihe amendment was submitted! to: fix
a provision: in the Patriet Act that
would haver an-unintended effect on
aRtIFpheEY EaSUES

¢ Claimed thiat subsection (ENSHIA)
Woella st anti=plra ey attEmpts due
CONCNENSS) DI ONIRAIIE:




Aftermath

¢ Patriot Act passed on October 26,
2001

¢ The RIAA's amendment did not make
the final bill;

¢ e RIAA decided torwithdraw: thieir
clUrrERG aMEREMERt anE Propose a
REWMOREN MEHESE amENEMENt Lo
PFINGNECKSCUIFREREN EVVAS




Second bill drafted by the RIAA

eIntroduced by Senator Berman, representing himself, and
Senator Coble, Senator Smith, and Senator Wexler.

Was intended to amend title 17, United States Code and limit
the liability of copyright holders.

eIntroduced in July, 2002.

eContains one section, with 8 subsections.




Subsection A:

¢ Copyright helder can “disable, interfiere with, block, divert, or
otherwise impailr the unauthorized distribution, display.
PErfermance; or reproduction of”” their copyrighted work without
legal liability:

Restrictions apply; can only: dorse Whenl the filels being tradead
OVEa PEEK-LOFPEER NELWOIK thiat s pUBlICI accesSIDIE:

CopVIghit Nelderst are eExpressiy erbidden fizom: altering any: Othes
files.




Subsection B: Restrictions

¢ Copyright hoelders cannot alter files that they do not hold the

copyright: on, except as reasonaple necessary to alter their ewn
WOrks

[Damages can only: be done: ter the targeted file; traded, and not 1n

an Excess off fifity, doliars pertimpairment (Ret includingl the altered
i)

[DEamaEEes) are defined as menetary |I0SseES, NorCompeERSationis
MEGENGREIME:




Subsection C:

¢ Ihe Department off Justice has to be notified at least seven days
before an the event.

¢ [he victimr off the attack (or thelr ISP) can reguest notice as to
WhY: they Were the target o ImpairfmeEnt, the name and addiress of
the copyright Relder, and the right the trader has te) bring an
action agalnst the holder:

9 e netfHcation Cannot be considered ant admission o guilt:




Subsection D:

¢ Ihe victim off an attack by a copyright holder cami seek recourse; if

the copyright holder had no reasonable basis to alter the files, and
that monetary loss exceeded $250.

¢ Ihe Attorney Generall has to review: each case: befere It caml be

accepted, and cannet reveal ther case to) the public (according te
SuBsection G, NEDeAY: Can)).




Subsections E and F:

o Ihe Attorney General can, Iff they so choose, deny a copyright
helder the authority: to alter a file if the copyright holder has a
histoery off abusing this pewer.

¢ [his billfwould net null the legality, oF any: ether actions a
copyrighit helder can' take against antinfFineer.




Subsections G and H:

¢ Subsection G simply: states that any information; given in a
noetification as described in Subsection € may be made; public.

¢ Subsection H is definitions.




Peer To Peer Trading

» Napster at its helght of pepularity had
nearly 18.7 million members: in 2000

according ter PC Data Online

¢ RIAA saysi that there isi approximately

4.5 million users on the Fast

rzle <

REtWorksat any,  givVeR moement




RIAA Current Abilities

¢ [he RIAA cannot legally change
anyomnes computer without
PEFMISSION.

¢ [The RIAA can enly: legally, moniter
Crafific Om PEEr tO; PEEK NELWOrKS.

o he RIAANS WorKInNG te create ar bill
thatallows them torger aiter pirates
WithieUE a2y CORNSEqUERCES.




RIAA and Anti-Piracy Tools

¢ The RIAA has been contacting security.
groups to create a new set of teols for
fighting piracy.

¢ [he group, Gebbles, claims that they have
given the RIAA a toeoll called “Hydrar that
USES MPSSi as) a trojan! thiait Calses, a bUiiier
eVeriews that-will examil and recorarthe e
StrUCtURE OfF a Infiected compuUter and return
thiat IRiermationr torthe PErsSen! that Inected
the computer.




Media Players

¢ Most off the malicious logic related to
MP3S IS focused on; using the mp3 as
a [rojan toer caluse a BUFfer oVerilow:

o Winamp) RealrPlayer, Windews
EXplorer, @uicktime) and MEPGI1 251 are
VUIRErable terUiier eVERIoWSs




Winamp and Real Player

¢ The Foundstone security group discovered
in December 2002 that the Winamp media
player is vulnerable to buffer overflows
caused by mp3 ID3v2 tag to hid source code
that immediately start running when the
altered audio file is played. Winamp offers a
version of their player that has fixed this
problem. Real Player One is also vulnerable
to the same buffer overflows as Winamp.
They also currently offer a update that will fix
this buffer overflow exploit on Real Media’s
website.




Windows Explorer

¢ Windows Explorer has the same vulnerability of buffer
overflows caused by mp3s. In Windows 2000 and XP,
Windows Explorer has the ability to automatically read
and play MP3 or WMA files and their ID3v2 tags when a
user is browsing a folder that contains these file types. All
that a malicious audio file needs to do is be stored in a
directory that will be browsed. For example a Trojan
audio file placed in an Kazaa download folder, or the
desktop has a greater chance of causing a buffer overflow
then a Trojan audio file that is placed deep within a video
game's system folder. This vulnerability is also exploitable
by loading an audio file that is setup to automatically play
on a malicious web site. Microsoft has released a fix for
this problem.




Quicktime

¢ PCs are not the only computers
vulnerable tor media player attacks.
Witthr Applers Quick Time: Player you
can create a faker .MON file tihat will
IRk tera Webr server thiat has a long
contain type. Aleona contalin: ty/pe has
Che potentigiftercalise ar DUIHENRs
OVEHIOME




MPG1235

¢ The Linux movie player Mpgl123 is
subject to a Trojan audio file called
Exploit JBellz or JingleBellz. This file is
a altered mp3 that when played

causes Mpgl123 to run it's embedded
source code. This embedded source
code has the ability to delete all files
and directories in that user’s home
directory.




RIAA Current State

¢ Right now the RIAA does not have the ability
to use these flaws to alter any computers that
they do net ewn or have permission witheut
SEerious consequences, but they: are still trying

to create a amendment or law: that would! et
them: User anti-piikacy: teols.

% [INEre IS NOI PRODIE that thEy have USEd amny. Of
thEse terls mentionear o What teels that the
MIAA zlentiz) N alzh/ e for flejniElnie) elifziey




